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Figure 2 provides the specs for both victim industries5 and size ranges. Don’t give much credence 
to the huge number for the Public sector; we have many government CSiRTs participating in this 
report, and they handle a high volume of incidents (many of which fall under regulatory reporting 
requirements). The four columns on the right filter out the noise of these incidents—many of 
which are rather mundane—by including only confirmed data breaches. 

The top three industries affected are the same as previous years:  
Public, Information, and Financial Services.

The industries most affected look remarkably similar to prior years, and the top three are exactly 
the same: Public, information, and Financial Services. Our overall take from these results remains 
consistent as well: No industry is immune to security failures. Don’t let a “that won’t happen to 
me because i’m too X” attitude catch you napping. Other than that, we’ll refrain from further 
commentary on these demographics and simply encourage you to look them over to decide how 
relevant they are to your organization and whether they change the way you read/use this report.

NUMBER OF SECURITY INCIDENTS CONFIRMED DATA LOSS

INDUSTRY TOTAL SMALL LARGE UNKNOWN TOTAL SMALL LARGE UNKNOWN

Accommodation (72) 368 181 90 97 223 180 10 33

Administrative (56) 205 11 13 181 27 6 4 17

Agriculture (11) 2 0 0 2 2 0 0 2

Construction (23) 3 1 2 0 2 1 1 0

Educational (61) 165 18 17 130 65 11 10 44

Entertainment (71) 27 17 0 10 23 16 0 7

Financial Services(52) 642 44 177 421 277 33 136 108

Healthcare (62) 234 51 38 145 141 31 25 85

information (51) 1,496 36 34 1,426 95 13 17 65

Management (55) 4 0 2 2 1 0 0 1

Manufacturing (31–33) 525 18 43 464 235 11 10 214

Mining (21) 22 1 12 9 17 0 11 6

Other Services (81) 263 12 2 249 28 8 2 18

Professional (54) 347 27 11 309 146 14 6 126

Public (92) 50,315 19 49,596 700 303 6 241 56

Real Estate (53) 14 2 1 11 10 1 1 8

Retail (44–45) 523 99 30 394 164 95 21 48

Trade (42) 14 10 1 3 6 4 0 2

Transportation (48–49) 44 2 9 33 22 2 6 14

Utilities (22) 73 1 2 70 10 0 0 10

Unknown 24,504 144 1 24,359 325 141 1 183

TOTAL 79,790 694 50,081 29,015 2,122 573 502 1,047

5 We use the North American industry Classification System (NAiCS) for coding victim industry. www.census.gov/eos/www/naics

INCIDENTS VS. BREACHES
This report uses the  
following definitions:

Security incident: Any event 
that compromises the 
confidentiality, integrity,  
or availability of an 
information asset.

Data breach: An incident that 
resulted in confirmed 
disclosure (not just exposure) 
to an unauthorized party. We 
use this term interchangeably 
with “data compromise” and 
“data breach” in this report.

Figure 2.
Security incidents by victim industry and 
organization size
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This is an annual report, and as such, it traditionally focuses on interesting developments over 
the previous year. Some aspects of the threat space change that quickly, but others undulate and 
evolve over a longer period of time. We don’t want to lose sight of either the forest or the trees, 
so before delving into updates on each incident pattern, let’s take a look at some of the longer-
term trends and high-level findings from this year’s data.

THREAT ACTORS

Though the number of breaches per threat actor changes rather dramatically each year as we add 
new partners and more data, the overall proportion attributed to external, internal, and partner 
actors stays roughly the same. The stream plot for Figure 3 demonstrates this well and shows 
that overall trends in the threat actors haven’t shifted much over the last five years.

BREACH TRENDS
Looking Back Before Diving Ahead

Figure 3. 
Actor categories over time by percent  
of actors
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Threat Actors: Virtually 
no change in overall 
proportion attributed to 
external, internal, and 
partner actors.




